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Figure 1.2 Architecture of multimedia encryption and decryption.
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Figure 2.1 Histograms of plain image and cipher image.

Table 2.1 Quality Level in a Subjective Metric

Quality Level Corresponding Quality of Ciphertext
 

QL0 Completely understandable
QL1 Understandable
QL2 Not understandable
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Figure 2.2 Ciphertexts corresponding to different quality levels.
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Figure 2.3 Fractal dimensions of the original image and cipher image.

Table 2.2 Security Level of Different Encryption Algorithms

Security Level Corresponding Performances
 
SL0 High cryptographic security  high perceptual security (QL2)
SL1 High cryptographic security  low perceptual security  

(QL0 or QL1)
SL2 Low cryptographic security  high perceptual security (QL2)
SL3 Low cryptographic security  low perceptual security  

(QL0 or QL1)
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Table 2.3 Compression Level Classification 
According to CCR

Compression Level Corresponding CCR
 

CL0 CCR  0
CL1 CCR  10%
CL2 CCR  10%
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Table 2.4 Encryption Efficiency Level Classification 
According to CCR

Efficiency Level Corresponding CCR
 

EL0 ETR  10%
EL1 10%  ETR  50%
EL2 ETR  50%
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Format Level Corresponding CCR
 
FL0 Incompliant
FL1 Keep synchronization
FL2 Support direct operations
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Figure 3.2 Architectures of block cipher and stream cipher.
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Table 3.1 Some Typical Block Ciphers

Block Cipher Key Size (bits)
Block Size 

(bits) Year
 

DES 56 64 1976
3DES 112 or 168 64 1978
AES 128, 192 or 256 128 1998
RC6 Minimum 0; maximum 2040, multiple of 8 bits; 

default 128 bits
128 1998

Blowfish Minimum 32, maximum 448, multiple of 8 bits; 
default 128 bits

64 1994

CAST-256 Minimum 128, maximum 256, multiple of 32 bits; 
default 128 bits

128 1998

 

Table 3.2 Some Typical Stream Ciphers

Stream Cipher
Key Size 

(bits)
Initial Vector 

Size (bits) Year
 

RC4 8-2048 8 1987
A5/1 54 114 1989
SNOW 128 or 256 32 2003
Grain 80 64 2004
HC-256 256 256 2004
Rabbit 128 64 2004
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3.3.2 Image Compression
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Figure 3.8 The scalable granularity of different scalable codecs.



36  Multimedia Content Encryption: Techniques and Applications

Th

ff b

Th

Th

Th

ff
fi

fie

Th
Th

s fi

3.4.2 Application Scenarios
ff ff Th

fi

(d) p2p(c) Multicasting

(b) Broadcasting(a) Unicasting

Figure 3.9 Different multimedia transmission methods.



Fundamental Techniques  37

ffi

ff

Th

Th ff fi
Th

fi

ff
Th

3.5 Digital Watermarking

Th

ff



38  Multimedia Content Encryption: Techniques and Applications

fi Th

Th
fi

Th fie

fi
Th

fi

fi

Watermark (W)

Watermark (W)

Key (K)Key (K)

Detection (D)
(C)

Operated
media

(C)

Marked
mediaOriginal

media
(P)

Some
operations

Embedding (E)

Figure 3.10 Architecture of a watermarking system.



Fundamental Techniques  39

3.6 Summary
Th

Th

References

Marked

media

(Cn–1)

Watermark (Wn–1)

Watermark (W1)

Watermark (W0)

Key (K)

E

E

E

Marked

media

(C1)

Original

media

(P)

Marked
media
(C0)

Key (K)

Key (K)

.

.

.

Figure 3.11 Architecture of a fingerprinting system.



40  Multimedia Content Encryption: Techniques and Applications

n Th

ff

Th

Th Th



Fundamental Techniques  41

Th

ff

ff

Th
ffi

fi

ffi

fi

fi



42  Multimedia Content Encryption: Techniques and Applications

Th

fi

fi



43

Chapter 4
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Figure 4.1 General architecture of complete encryption.
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end
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Figure 4.2 Examples of random pixel/line permutation.
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Chapter 5

Partial Encryption

5.1 Definition of Partial Encryption
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5.1.1 Data Partitioning
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Figure 5.1 Architecture of partial encryption/decryption.



Partial Encryption  65

Security requirement

Parameter 0

Parameter 1 Encrypt
MUX

Encoded and
encrypted

multimedia

Encrypt

EncryptParameter N–1

(a) Parameter partitioning

Encode
Multimedia

data

1

0

0

. . . . . ....
...

Security requirement

Background

Object-1 Encrypt
MUX

Encrypted
multimedia

Encrypt

EncryptObject-N

(b) Object-background partitioning

PartitionMultimedia
data

1

0

0

. . . . . ....
...

Encoded and
encrypted

multimedia

(c) Block partitioning

Security requirement

Block-1

Block-N-1

Block-0

Encrypt
MUX

Encrypt

Encrypt

Block-based
encode

Multimedia
data

1

0

0

. . . . . ....
...

Encoded and
encrypted

multimedia

(d) Layer partitioning

Security requirement

Encrypt
MUX

Encrypt

Encrypt

Progressive
encode

Multimedia
data

1

0

0

. . . . . ....
...

Layer-1

Layer-N-1

Layer-0

Figure 5.2 Various data partitioning in partial encryption.
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5.3 Partial Image Encryption
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Figure 5.3 Architecture of bit-plane encryption.
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5.3.2 Partial Image Encryption during Compression

Th
ffi

(a) Original (b) Encrypted

Figure 5.4 Bit-plane encryption of raw images.

(a) Original (b) Encrypted

Figure 5.5 Object encryption of raw images.
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5.3.2.1 Partial Encryption in Run-Length Coding
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Figure 5.6 Partial encryption in run-length coding.
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Th

5.3.2.2 Partial Encryption in Wavelet-Based Codec

(a) Original

(b) Encrypted

Figure 5.7 Images encrypted by the run-length encryption algorithm.

Figure 5.8 Partial encryption in wavelet-based codec.
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Figure 5.9 Sign encryption and band permutation of wavelet coefficients.
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(a) Original (b) Sign encryption

(c) Band permutation (first 4 bands) (d) Band permutation (first 7 bands)

(e) Band permutation (first 10 bands) (f ) Band permutation (all/16 bands)

Figure 5.10 Images encrypted in wavelet-based codec.
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5.4 Partial Audio Encryption
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Figure 5.11 Relation between data layers in JPEG2000 image.
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(a) Original (b) Encrypted

(c) Original (d) Encrypted

Figure 5.12 Results of partial JPEG2000 image encryption.

Figure 5.13 Architecture of mp3 audio encryption.
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5.5 Partial Video Encryption
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5.5.1 Encryption after Compression
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Figure 5.14 Format information and texture information in the compressed video.
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Figure 5.15 Video encryption in MPEG2 encoding.
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Figure 5.16 DC and AC encryption in MPEG2 encoding.
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(a) Original (b) Sign encryption

(c) DC encryption (d) AC encryption

(e) DC and AC encryption (f ) MVD encryption

(g) Sign encryption+MVD encryption (h) DC+Sign encryption+MVD encryption

Figure 5.17 MPEG2 videos encrypted by various methods.
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Table 5.2 Test of Compression Ratio Changes in MPEG2 
Video Encryption

Compression Ratio Change

Video Sequence (I:P:B) Sign Sign  DC Sign  DC  10AC
 

Bus (10:40:100) 0.0% 0.5% 19.7%
Bundy (8:35:81) 0.0% 0.3% 21.1%
Hulla (10:30:0) 0.0% 1.4% 24.3%
Car34 (6:6:22) 0.0% 1.2% 26.5%
Flower (8:38:96) 0.0% 0.8% 20.2%
Bike (10:40:98) 0.0% 1.1% 27.7%
Football (9:38:98) 0.0% 0.6% 31.5%
Salesman (10:40:100) 0.0% 0.7% 32.6%
Mobile (10:40:98) 0.0% 1.0% 24.2%

 

Table 5.1 Test of Encryption Time Ratios

Encryption Time Ratio

Video Sequence (I:P:B) Sign Sign  DC Sign  DC  10AC
 

Bus (10:40:100) 0.8% 2.1% 11.1%
Bundy (8:35:81) 0.7% 2.2% 8.9%
Hulla (10:30:0) 1.1% 1.6% 9.2%
Car34 (6:6:22) 0.8% 2.0% 11.4%
Flower (8:38:96) 0.7% 2.0% 12.7%
Bike (10:40:98) 0.8% 1.8% 9.5%
Football (9:38:98) 0.7% 2.5% 13.8%
Salesman (10:40:100) 1.1% 2.3% 9.9%
Mobile (10:40:98) 0.9% 1.7% 10.7%
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Figure 5.19 Partial encryption for IPM in MPEG4 AVC/H.264 encoding.
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Complete encryptionAC sign encryption

Sign encryption

Partial encryption

Figure 5.18 Video encryption in MPEG4 AVC/H.264 encoding.
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(a) Original (b) MVD encryption

(c) Combined method (d) IPM permutation

Figure 5.20 AVC/H.264 videos encrypted by different methods.

Table 5.3 Test of Compression Ratio Changes in AVC/
H.264 Video Encryption

Encryption Time Ratio

Video Size
MVD 

Encryption
IPM 

Permutation
Combined 

Method
 

Foreman QCIF 1.1% 0.4% 4.3%
Akiyo QCIF 1.4% 0.7% 3.9%
Mother QCIF 0.9% 0.6% 4.5%
Silent QCIF 1.5% 0.8% 4.2%
News QCIF 0.9% 0.5% 3.8%
Salesman QCIF 0.8% 0.5% 3.4%
Mobile CIF 1.9% 0.9% 5.1%
Football CIF 1.2% 0.6% 3.7%
Akiyo CIF 1.1% 0.5% 4.9%
Stephan CIF 1.6% 0.9% 5.6%
Tempete CIF 1.8% 1.0% 5.2%
Foreman CIF 1.9% 1.0% 4.8%
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ff
ff

5.6 Performance Comparison
Th

Table 5.4 Comparison of Various Partial Encryption Schemes

Encryption 
Algorithm Security

Compression 
Ratio

Encryption 
Efficiency

Format 
Compliance

Application 
Suitability

 
Bit-plane 
encryption

SL0 or SL1 CL2 EL0 FL0 Multimedia 
storage

Object 
encryption

SL0 or SL1 CL2 EL0 FL0 Multimedia 
storage

Sign encryption 
in wavelet

SL2 CL0 EL0 FL2 Real-time 
interaction

Band 
permutation

SL2 CL2 EL0 FL2 Multimedia 
transmission

JPEG2000 stream 
encryption

SL0 CL0 EL0 FL2 Wireless/mobile 
communication

Mp3 encryption SL0 CL0 EL0 FL1 Wireless/mobile 
communication

SECMPEG SL0 CL0 EL1 or EL2 FL0 or FL1 Multimedia 
storage or 
transmission

DC encryption SL3 CL1 EL0 FL1 None
DC AC 
encryption

SL0 CL2 EL1 FL1 None

MVD encryption SL3 CL0 EL0 FL1 None
DC  AC sign  
MVD sign

SL0 CL1 EL0 FL1 Wireless/mobile 
communication

IPM 
permutation

SL3 CL0 EL0 FL1 None

Combined 
encryption for 
AVC/H.264

SL0 CL0 EL0 FL1 Wireless/mobile 
communication
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Chapter 6

Compression-
Combined Encryption

6.1 Definition of Compression-Combined Encryption
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(a) Compression-encryption independent scheme

(b) Compression-combined encryption scheme

Compress-EncryptOriginal multimedia
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Original multimedia
data

Figure 6.1 Architecture of compression-combined encryption.

C1

CN–1
PN–1

P1

P0

K C0

BA . . .. . .. . .

Figure 6.2 General description of compression-combined encryption.
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6.2 Secure Huffman Coding Based on 
Random Huffman-Tree Permutation
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ff

ff Th
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Figure 6.3 Random Huffman tree permutation.

Table 6.1 Original Huffman Codebook

Symbol Codeword
 

A 00
B 01
C 10
D 110
E 111
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Figure 6.4 Secure Huffman encoding.
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6.3 Secure Arithmetic Coding Based 
on Interval Permutation

Th

(a) Original video (b) Encrypted video

Figure 6.5 Videos encrypted by secure Huffman encoding.

Table 6.2 Permuted Huffman Codebook

Symbol Codeword
 

A 10
B 11
C 01
D 000
E 001
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Figure 6.6 Secure arithmetic coding.
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6.4 Secure Coding Based on Index Encryption
Th

(a) Original image

(b) Encrypted image

Figure 6.7 JPEG2000 images encoded by secure arithmetic coding.
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6.4.1 Secure Fixed-Length Coding (FLC) 
Based on Index Encryption
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Figure 6.8 Secure fixed-length coding based on index encryption.
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6.4.2 Secure Variable-Length Coding (VLC) 
Based on Index Encryption
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Figure 6.9 Secure variable-length coding based on index encryption.
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6.4.2.1 Secure Coding Based on Exp-Golomb Code
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Table 6.3 Exp-Golomb Code Table

Code_num Signed Mapping Codeword
 

0 0 0
1 1 010

T0
2 1 011
3 2 00100
4 2 00101

T15 3 00110
6 3 00111
7 4 001000
8 4 0001001
9 5 001010 T2

10 5 0001011
       …       …   …
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6.4.2.2 Secure Coding Based on Huffman Code
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ff
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(a) Original video

(b) Encrypted video

Figure 6.10 Video encrypted by secure Exp-Golomb coding.
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6.5 Random Coefficient Scanning

ffi
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6.5.1 Random Scanning in Wavelet Domain
ffi

ffi
ffi

Table 6.4 Table Partitioning of Huffman 
Table

Symbol Codeword
 

T0 2~4
T1 5~7
T2 8~10
T3 11
T4 12~16

 

Table 6.5 Example of a Subtable

Index Run, Level Length (bits) Codeword
 

0 0, 9 16 1111111110000010
1 0, A 16 1111111110000011
2 1, 6 16 1111111110000100
3 1, 8 16 1111111110000110
4 2, 4 12 111111110100
5 2, 7 16 1111111110001011
… … … …
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Figure 6.12 Random coefficient scanning in EZW/SPIHT encoding.

(a) Original video (b) Encrypted video

Figure 6.11 Video encrypted by secure Huffman coding.
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Figure 6.13 Quadtree permutation.
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(c) Subband permutation (d) Quadtree permutation

(a) Original image (b) Complete permutation 

Figure 6.14 Images encrypted by various random scanning methods.
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Figure 6.15 Random coefficient scanning in discrete cosine transform 
(DCT) block.
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6.6 Performance Comparison

Th
ffi ffi

fi

(a) Original video (b) Segment permutation (c) Block permutation

Figure 6.16 Videos encrypted by segment permutation and block permutation.

Table 6.6 Compression Ratios Changed by Segment Permutation 
or Block Permutation

Video Sequence(I:P:B)
CCRa of Block 

Permutation (%)
CCR of Segment 
Permutation (%)

 
Bus(10:40:100) 35.7% 20.6%
Bundy(8:35:81) 38.2% 23.3%
Hulla(10:30:0) 32.4% 17.5%
Car34(6:6:22) 28.1% 15.7%
Flower(8:38:96) 34.3% 20.7%

 
a CCR, changed compression ratio.
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Chapter 7

Perceptual Encryption

7.1 Definition of Perceptual Encryption
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Parameter
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Quality-security
computing

Q

P1P0

PN–1Pn–1P2P1P0

. . .. . .

. . .. . .

PN–1P2P1P0 . . .

Figure 7.1 General architecture of perceptual encryption.

Table 7.1 Parameters Partitioning According to Sensitivity or Significance

Method Metric of Partitioning Suitability
 

1 Color-gray Colorful image or video data
2 Parameters Compressed data stream (mp3)
3 Bit-planes Raw data, bit-plane-based codecs 

(JBIG, JPEG2000, MPEG4 FGS)
4 Frequency band Transform coding (DCT, wavelet, 

MDCT, etc.)
5 Resolution Progressive or scalable codecs 

(JPEG2000, SVC)
6 Progressiveness or scalability Scalable data stream (including 

methods 3, 4, 5)
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7.2 Perceptual Encryption Based on Bit-Plane Selection
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7.2.2 Bit-Plane Encryption in the DCT Domain
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Figure 7.2 Bit-plane partitioning in an 8-bit image.

n = 1 n = 2 n = 3 n = 4

n = 5 n = 6 n = 7 n = 8

Figure 7.3 Images encrypted by bit-plane encryption.
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Figure 7.4 Relation between the quality of the encrypted images and n.

n = 1 n = 2 n = 3 n = 4

n = 5 n = 6 n = 7 n = 8

Figure 7.5 Images encrypted by bit-plane encryption in a DCT block.
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7.2.3 Bit-Plane Encryption in the Wavelet Domain
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7.3 Perceptual Encryption Based on 
Frequency Band Selection
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Figure 7.6 Relation between the quality of the encrypted images and n.
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Figure 7.7 Images encrypted by bit-plane encryption.
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Figure 7.8 Relation between the quality of the encrypted images and n.
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7.3.2 Frequency Band Encryption in the Wavelet Domain
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Figure 7.9 Coefficient sequence generation in a DCT block.
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Figure 7.10 Images encrypted by DCT encryption.
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Figure 7.11 Relation between the quality of the encrypted images and n.
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Figure 7.12 Band sequence generation in a wavelet domain.
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7.4 Performance Comparison
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Figure 7.13 Images encrypted by wavelet encryption.
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Figure 7.14 Relation between the quality of the encrypted images and n.
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Chapter 8

Scalable Encryption

8.1 Definition of Scalable Encryption
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Th

8.2 Scalable Media Coding
Th

fie Th

Table 8.1 Classification of Scalable Coding Methods

Scalable Coding Method Scalability Corresponding Codecs
 

Layered coding Nonscalable layers MPEG2, H.263
Layered and progressive 
coding

Nonscalable base 
layer

Scalable enhancement 
layer

MPEG4 FGS

Progressive coding Scalable bitstream EZW, SPIHT, JBIG
Scalable coding Scalable and 

reordered data 
stream

JPEG2000, SVC

 

Quality-limited
media data

Original
media data

Scalable
encoding

Bit rate
conversion

(a) Bit rate conversion without encryption

(b) Bit rate conversion with encryption

Scalable
decoding

Quality-limited

media data

Original

media data

Scalable

encoding

Bit rate

conversion

Scalable

encryption

Scalable

decryption

Scalable

decoding

Figure 8.1 General application scenario of scalable encryption.
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8.2.1 Layered Coding
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8.2.2 Layered and Progressive Coding
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ffi
Th

Cut 

Middle layer Base layer 

Middle layer Enhancement layer Base layer 

Middle layer Enhancement layer Base layer 

Non-scalable Non-scalable Non-scalable 

Original 

Data stream 

can be 

decoded 

Bit rate
conversion

Compressed 
data stream 

Figure 8.2 The data stream in layered coding.
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8.2.3 Progressive Coding
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Figure 8.3 The data stream in layered and progressive coding.

Scalable

Progressive data stream

Original

Data stream
can be
decoded

Bit rate
conversion

Compressed

data stream

Cut

Figure 8.4 The data stream in progressive coding.
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8.2.4 Scalable Coding
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Figure 8.5 The data stream in scalable coding.
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8.3.2 Scalable Encryption for Layered and Progressive Coding
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8.3.3 Scalable Encryption for Progressive Coding
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Figure 8.6 Bit rate conversion with layered encryption.
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8.3.4 Scalable Encryption for Scalable Coding
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fi ff
Th

ff
ff Th

ffi

Figure 8.7 Bit rate conversion with layered and progressive encryption.
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Figure 8.8 Bit rate conversion with progressive encryption.
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8.4 Performance Comparison

ff

ff

Figure 8.9 Bit rate conversion with scalable encryption.

Table 8.2 Encryption Schemes for Different Scalable Coding Methods

Scalable Coding Method Suitable Cipher Key Synchronization
 

Layered coding Block cipher or stream 
cipher

Same key or different key

Layered and progressive 
coding

Base layer: block cipher 
or stream cipher

Enhancement layer: 
stream cipher

Same key or different key

Progressive coding Stream cipher Same key
Scalable coding Stream cipher Same key: low security

Different key: ancillary 
information is required
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Chapter 9

Commutative 
Watermarking 
and Encryption

9.1 Definition of Commutative 
Watermarking and Encryption
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Figure 9.1 Architecture of commutative watermarking and encryption.
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9.2.2 The Improved Scheme
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Figure 9.2 Architecture of the CWE scheme based on partial encryption.
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Figure 9.3 The improved scheme based on random partitioning.
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9.2.3 Selection of the Encryption Part and Watermarking Part
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Table 9.1 Media Data Partitioning

Media Encryption Part X0 Watermarking Part X1 
Raw image Significant bits, foreground Nonsignificant bits, 

background
Raw audio Sensitive segments Other segments
Raw video Foregrounds, sensitive frames Backgrounds, other 

frames
Compressed image, 
audio or video

Sensitive parameters Other parameters
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9.3 CWE Based on Homomorphic Operations
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9.3.1 The CWE Scheme Based on XOR Operation
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Figure 9.5 Quality of the watermarked video.
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Figure 9.4 Video encryption based on MPEG4 AVC/H.264.
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9.3.2 The CWE Scheme Based on Module Addition
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Original Encrypted

Watermarked Decrypted

Figure 9.6 The images generated by the XOR-based CWE scheme.
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Figure 9.7 The MPEG2 video generated by the module addition CWE scheme.

Table 9.2 Performance Comparison of Different CWE Schemes

CWE Method Content Security
Robustness of 
the Watermark

 
CWE scheme based on 
partial encryption

Based on partial encryption Robust

Improved partial 
encryption-based CWE

Based on partial encryption and 
stream cipher

Relatively robust

CWE scheme based on 
homomorphic 
operations

Based on stream cipher Not robust
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9.5 Summary
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Chapter 10

Joint Fingerprint 
Embedding and 
Decryption

10.1 Definition of Joint Fingerprint 
Embedding and Decryption
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Figure 10.1 General architecture of secure media distribution.
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Figure 10.2 Secure media distribution based on joint fingerprint embedding 
and decryption (JFD).
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10.2 Typical JFD Schemes
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10.2.1 The JFD Scheme Based on Broadcast Encryption
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Figure 10.3 The joint fingerprint embedding and decryption (JFD) scheme 
based on broadcast encryption.
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10.2.2 The JFD Scheme Based on Codeword Modification
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Figure 10.4 The joint fingerprint embedding and decryption (JFD) scheme 
based on codeword modification.
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10.2.3 The JFD Scheme Based on Partial Decryption
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10.2.4 The JFD Scheme Based on Index Modification
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Figure 10. 5 The joint fingerprint embedding and decryption (JFD) scheme 
based on partial decryption.
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10.2.5 The JFD Scheme Based on Homomorphic Operations
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Sender Receiver

Figure 10.7 The joint fingerprint embedding and decryption (JFD) scheme 
based on homomorphic operations.
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Index
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Figure 10.6 The joint fingerprint embedding and decryption (JFD) scheme 
based on index modification.
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10.3 Performance Comparison
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10.4 Summary
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Table 10.1 Encryption Schemes for Different Scalable Coding Methods

JFD Scheme Security Robustness Transmission Cost
 

JFD based on broadcast 
encryption

SL0 Robust Double media 
streams + key 
sequence

JFD based on codeword 
modification

SL0 Not robust Key table

JFD based on partial 
decryption

SL3 Robust Key hash

JFD based on index 
modification

SL0 Not robust Fingerprint table

JFD based on 
homomorphic operations

SL2 Robust Key sequence
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Chapter 11

Typical Attacks on 
Multimedia Encryption

11.1 Security Requirement of Multimedia Encryption
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11.3 Flaws in Perceptual Security
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11.3.2 Statistical Model-Based Attack on Sign Encryption

Original

Encrypted

Figure 11.1 The images encrypted by Level encryption.
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Figure 11.2 The images recovered by statistical model-based attacks.
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11.4 Replacement Attack
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11.4.1 Replacement Attack on Bit-Plane Encryption
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11.4.2 Replacement Attack on Frequency Band Encryption

n = 1 n = 3 n = 5

Figure 11.3 The images recovered by direct bit-plane replacement.

n = 3 n = 5

Figure 11.4 The images recovered by correlation-based bit-plane replacement.
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11.4.3 Replacement Attack on Intra-Prediction  
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Figure 11.5 The images recovered by frequency band replacement.

Original Encrypted Replaced

Figure 11.6 The videos recovered by IPM replacement.
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Chapter 12

Some Principles for Secure 
Multimedia Encryption

12.1 Shannon’s Information Theory of Secrecy System
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12.2 Principles for Secure Complete Encryption
12.2.1 General Models of Complete Encryption
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Figure 12.1 The cipher’s encryption process.
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12.2.2 Encryption before or after Compression
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Figure 12.2 General models of complete encryption.
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12.2.3 Example of Secure Complete Encryption
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Figure 12.3 Images encrypted by different complete encryption methods.
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Figure 12.4 Packet encryption based on Video Encryption Algorithm (VEA).
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12.3 Principles for Secure Partial Encryption
12.3.1 Model of Partial Encryption
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Figure 12.5 Subpacket encryption and decryption operations.
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12.3.2 Principles for Secure Encryption

12.3.2.1 Cryptographic Security

. Th

10842
0.15

0.2

0.3

0.4

0.35

T
im

e 
R

at
io

 –
 T

R
0.45

0.5

0.55

0.25

6

Number of Sub-packets–n

Figure 12.6 Time ratio between Video Encryption Algorithm (VEA) and com-
plete Advanced Encryption Standard (AES) encryption.
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12.3.2.3 Perceptual Security
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Figure 12.7 A model of partial encryption.
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12.3.3 Example Based on JPEG2000 Image Encryption
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12.3.3.1 Parameter Sensitivity
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Table 12.1 Security Requirements and Means of Multimedia Encryption

Security Requirement Means to Confirm the Security
 

Cryptographic security Use strong ciphers
Perceptual security Encrypt the significant parameters
Parameter security in partial 
encryption

Keep the encrypted parameters 
independent from the unencrypted 
ones
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12.3.3.5 Performance Evaluation
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12.3.3.5.1 Perceptual Security
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12.3.3.5.2 Security against Replacement Attack
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Figure 12.8 Result of partial image encryption.
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(a) (b)

(c) (d)

Figure 12.9 Images recovered by replacement attack. (a) The image recovered 
by direct replacement in the existing encryption scheme. (b) The image recov-
ered by correlation-based replacement in the existing encryption scheme. (c) 
The image recovered by direct replacement in the proposed scheme. (d) The 
image recovered by correlation-based replacement in the proposed scheme.
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12.3.3.5.3 Security against Statistical Model-Based Attack
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Figure 12.10 Quality improvement by statistical model-based attack.
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12.4 Principles for Secure Compression-
Combined Encryption

12.4.1 Model of Compression-Combined Encryption Scheme
Th

fi
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Table 12.5 Time Efficiency of the Partial Encryption Scheme

Image Size Colorful/Gray
Encryption  
Data Ratio

Encryption  
Time Ratio

 
Lena 128 × 128 Gray 10.5% 7.7%
Boat 256 × 256 Gray 8.9% 9.2%
Cameraman 256 × 256 Gray 11.4% 8.0%
Village 512 × 512 Gray 13.3% 10.3%
Lena 128 × 128 Color 12.1% 7.9%
Jet 256 × 256 Color 12.7% 8.8%
Peppers 256 × 256 Color 11.2% 9.5%
Baboon 512 × 512 Color 13.6% 9.9%
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(a) Normal compression

(b) Compression-combined encryption
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Figure 12.11 Compression-combined encryption and normal compression.
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12.4.2 Relation between Compression Ratio and Security
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12.4.3 Equivalent Compression–Encryption 
Independent Scheme
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12.4.4 Analysis on Existing Compression–
Combined Encryption Schemes
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12.4.4.1 Tradeoff between Compression Ratio and Security
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Figure 12.12 The compression-encryption independent scheme.
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12.4.4.2 The Equivalent Compression–Encryption  
Independent Scheme
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12.5 Summary

Th

s fie

References



Some Principles for Secure Multimedia Encryption  185

fi





187

Chapter 13

Multimedia Encryption 
in Typical Applications

13.1 Secure Media Player
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13.2 Secure Media Streaming
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Figure 13.1 Architecture of a secure media player.
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13.3 Secure Media Preview
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Figure 13.2 Architecture of secure media streaming.
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13.4 Secure Media Transcoding
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Figure 13.3 Procedures of secure media preview.
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13.5 Secure Media Distribution
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Figure 13.4 Architecture of secure media transcoding.

User B
User A

Internet

Sender

Figure 13.5 Architecture of secure media distribution.
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13.6 Digital Rights Management
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Figure 13.6 The digital rights management (DRM) systems in the proposed 
scenario.
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Figure 13.7 The packaging of media content and rights information.
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Chapter 14

Open Issues
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14.1 Perceptual Security
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14.3 Contradiction between Format 
Compliance and Upgrade
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14.4 Ability to Support Direct Operations

14.5 Key Management
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14.6 Combination between Encryption 
and Other Means
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