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c. Write a notr: on Mtrcro virllses.

8 tr. Give the capabilities anci limitations oI l'rrcwalls.
tl. Ilxplain the diffbre nt typcs of firewalls with neat sl<etclr

,k****

(04 Marks)

(Otl \Iarks)
(12 IIarks)

USN 10M832

Eighth Semester B.E. Degree Examination, Feb./Mar. ZOZ2

Network Security
'l'ime: 3 hrs. Max. Marks:l()0

Note: Answer any FIVE /ull questions, selecting atleast TWO questions.from each part.

la.

h

c.

PAR'T - A
What arc sccurity iittacl<s, security mechanisnrs ancl sccurity sen,ices'l Llnciiy cxplain.

(06 \larks)
Explain Active ancl Passive attacks u,ith thcir categorics. (08 )tarks)
llncrypt the messztge "Neti,vork Security" using key -5 3 1 4 2 6 Lrsing clorrblc trrursposiLiorr
tcchniclue. (06 )larks)

2 a. I:ncrypt ancl dccrypt the mcssage "irRIDAY" usinu i{ill ciphcr given K -

b. With a ncat clitrgrant, cxplain singlc rcund of DES cncrvption.

6 a. Explain Distributed intrusion detection.
b. With ne at cliagrarr explain LJNIX p:issrvorci schetne.

t
L

78
Io r

(l0llarks)

(10 llarks)

(l())Iarks)
(10 llarks)

3 a. Write RSA algorithnr pcrfolm encryption and decryption using RSA givcn p , -s, q ., I l.
e ,. 3, M : 9. (lo }tarks)

b. Explain Dc1'he-Hellntan key exchangc algorithm. Find sirarecl key ancl pLLblic kc1.s of 2 uscrs
AandlSil'q- 11,cr:5,X,r:3andXu-2. (0,1 Nrarks)

c. l'rxplain pLrblic key, aLrthority techniqLrc 1br public key distribLrtion. (06 ),rarks)

4 a. With rtcat diagrarn. discLrss thc basic Lrses of hash lirnction. (12 ttar.lis)
b. Write thc Digital SrgnatLu'e Algorithrn (DSA). Erplain signing ancl r'clification tirnclion:.

(()lt ,\la rli.s)

PART - R

5 a. lrxplarn SSL (Secure Sockct Layer) lvith its important concepts anci p:rrarrretcrs. (10 \tarlis)
tr. Describe tltc sequencc ol cvents that are reqr-rired fbr a transaction r-s Sccurrrrl I',lcctronirr

Transaction (SIIT). (10 .\,rarks)
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GSM

Time: 3 hrs.

Note: Answer any FIVE full questions,

I a. Explain the fi'equency band and

b. With neat diagram, explain
c. Narne the Common Control

selecting at least TWO

, Max. Marks:100. '|.|' ;

q uestto ns from each Part.
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in GSM. (06 Marks)
(08 Marks)
(06 Marks)

2 a. What are the ad SO

b. Explain the imp schemes of slow

c. Discuss the two classes of Smart
:1."1-.-$r;1

Antenna".'
.ii;.w1rr.

-,i."f

in GSM system?
(06 Marks)

ase Stations.
(06 Marks)
(08 Marks)

(10 Marks)
(04 Marks)
(06 Marks)

(08 Marks)

(06 Marks)
(06 Marks)

(10 t{arks)
(10 Marks)

i.1

f discontinuous transmission

frequency hopping used in B

.i'

3 a Explain
b. With
c, Expl

4 a. Explain the
b. Explain the
c. Summarize

5

6

B a, Explain the TMN management seryices in detail.

b. With a neat block diagram, explain the GSM containment tree.

1. ..'"

process in detail.

(08 Marks)
(06 Marks)
(06 Marks)

(08 Marks)
(06 Marks)
(06 Marks)

b.

b.

r,s{,.,,]i

b.
c, Ilxplain the

(i)
( ii)
(ii i)

a fluid flow model, (08 Marks)

cell radius for the zone

usage per = 120 minutes o RF channel width :200lcHz, full ratemonth
. Capacity of a BTS : 32 Erlangs

I

Days
o Busy

per month = 24

hours per day = 5 o Subscribes in the zone

o Area of the zone: 500

= 60,000

Krn

o

0" What

o Allocated spectrum:5 MHz
Frequency reuse plan : 4112

are the fagtgls considered fol design of a wireless system?

(08.Marks)

(04 I\{arks)


